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1. BBegeHue
lMporpammHoe obecneyeHne uHtepdgencHoro xaba CAN-Ethernet npegHasHaveHo
Anst obecnevyeHns B3aMmoaencTemnsa mexay dpusndecknm obopygosaHmem Bus 77 m
IP-ceTbto. OcHoBHas uenb MO - npegocTaBUTb BO3MOXHOCTb YAANEeHHOro 4ocTyna,
ynpaBreHnsa n MOHUTopuHra obopyaoBaHusa Bus 77 yepes cTaHOapTHble ceTeBble
NPOTOKONbI.
MO peanusyeT ABYCTOpOHHee npeobpasoBaHne komaHa Bus 77 yposHs CAN B
ypoBeHb IP, 4To no3songeT ynpaBnaTe obopynoBaHmem Bus 77 M3 nokanbHOW CeTH
MW WHTErpupoBaTb €ro B COBPEMEHHblE CUCTEMbl aBTOMaTM3auuMuM 3OaHUA U
COOPYXEHUN.
2. O6wume hyHKLUMOHANbHbIE BO3MOXHOCTHU
MporpammHoe obecnevyeHne obecnednsaeT crieqyolne OCHOBHbIE (OYHKLWUK:

o (O06ecneyveHune goctyna k omnamyeckomy obopyaosaHuio Bus 77 ns IP-cetun

e YnpaBrneHue n agMMHUCTPUPOBAHNE YCTPOMUCTB Yepes CTaHAapTHbIE CeTeBbIE

NPOTOKONbI

o PaboTta c obnayHbiMu cepBucammn yepes MQTT-npoTokon

e  MOHUTOPUHI COCTOAHUSA YCTPONCTBA U ANArHOCTUKa

o [logaepxka ctabunbHOM paboThbl B pas3nnyHbIX CETEBbIX YCIOBUAX

e [wnbkas HacTponka NnapaMeTpoOB YCTPOMUCTBaA

o ABTOMaTM3auusa 3agad C UCNOSb3OBaAHNEM pacnncaHnm
3. PYHKUMOHasNIbHbIe KOMMOHEHTbI
MporpammHoe obecneyeHne nHtepdencHoro xaba CAN-Ethernet coctont ns gByx
OCHOBHbIX KOMMOHEHTOB:
3.1. 3arpy34uk (Bootloader)
3arpys34uk npegcrasngeT cobor BCNOMOraTenbHy0 CUCTEMHYIO NporpamMmmy, KotTopas
obecneumBaeT cneayowme PyHKUUK:

o« OGb6ecnevyeHne BO3MOXHOCTM OOHOBNEHUS OCHOBHOW  (DYHKLMOHAIbHOM

NPOLUNBKK

o COGpoc HacTpoEK yCTpoMCTBa 40 3aBOACKMX 3HAYEHUN

e WpeHTndukaums ycTponucTea B ceTu

e [lpoBepka LenoCTHOCTN (PYHKLNOHANBLHOW NPOLLUNBKU

e YnpaBreHue npoLeccom 3arpy3kum ocHoHoro 0O

3.2. DyHKUMOHaNbHasA NpoLlmnBKa



d>yH|<L|,|/|0Haana;| npowmnBKa 4BNnAeTCA OCHOBHbIM TMporpaMMHbIM KOMIMOHEHTOM,

obecneymBawWwmmM  peanusaumio

obecneynBaer:

3asBMeHHbIX  (OYHKUMW  YCTPOWUCTBA.

[iBycTOopOoHHee npeobpasoBaHne koMmaHg mexay ypoBHaAmu CAN u IP

OHa

O6ecneveHne pgoctyna kK pusmyeckomy obopygosaHuto Bus 77 us IP-cetun

YnpasreHve n agMMHUCTPUPOBAHUE YCTPOUCTB

PaboTy c obnadHbIMu cepBucamm

MOHI/ITOpI/IHF COCTOAHUA yCTpOIZCTBa

ABTOMaTM4YeCKOE BbINOSIHEHME 3a4aud Mo pacnmncaHunto

4. CucteMHble KaHanbl ynpaBrieHUus

MporpaMmmHoe obecnevyeHve peanuayeT CUCTEMY KaHamnoB YrpaBleHus

KOH(purypauunm v ynpaBneHns yCTPONCTBOM:

4.1. OCHOBHbIE CUCTEMHbIE KaHasbl yrnpaBrneHus

KaHan HasBanne

(1]

(2]

(3]

(4]

(5]

(6]

[7]

[10]

[100]

[101]

[102]

Reboot

Name

PIN

DateTime

Reset

Apply

UserlD

DHCP

DHCP

Port

Omnuncanne

[lepezarpyska ycrpoiicTBa

YcraHoBKka IMEHH YCTPOICTBA

VYcranoska PIN-kozna it noctyna K ycTpoicTBY

‘YcraHoBKa CUCTEMHOI'O BpEMEHU

COpoc Bcex HACTPOEK YCTPOICTBA 10 3aBOACKIX

ITpumeneHne U3MEHEHUI TI0C/IE HACTPOHKU

YcTaHOBKa HICHTA(HUKATOPA TIOJH30BATEIISI

Hactpoiika DHCP-knuenTa

Brirouenue/seikinoueane DHCP

YcranoBka cratuueckoro [P-agpeca

Ycranoska TCP/UDP nopta

ansa



KaHan Hassanue Onucanue

[103] Mask VcraHoBKa ceTEBOM MAaCKH

[104] DNS Yeranoska DNS-cepsepa

[105] Gateway YeTaHOBKA IILTH03a TI0 YMOJTYaHHIO

[106] MAC VYcranoBka MAC-anpeca

[20] Latitude Y CTaHOBKA IIMPOTHI IS T€0JTOKAITUH

[21] Longitude YcTaHoBKa IONTOTHI TS TEOJOKAITAH

[9] TimeZone YcTaHoBKa 9acoBOTO Tosica

[11] BlinkLEDTime VYcranoBka Bpemenn muranusi LED-unmukaropa
[13] ScheduleEnable BrutroueHne/BBIKITFOUEHNE PACITMCAHHUIA

4.2. [lononHuTesNnbHble CUCTEMHbIE KaHanbl ynpaBJrieHus

KaHan Hazpanne Onwcanune

[99] Errors Momydenne napOpMAIIN 00 OMITHOKAX
[255] SaveCurrentFW CoxpaHeHre TeKyIIeH MPOIIIBKI

[1] Mgt IP VYcranoska [P-anpeca MQTT-6pokepa
[2] Maqtt Port VYeranoska mopra MQTT-6pokepa

5. CucteMHble Tern (KaHanbl o6paTHOMN CBA3M)
MporpammHoe obGecneyeHne npegocTaBnsieT CUCTEMY Teros Ans
MHoOpMaLMN O COCTOSIHUN YCTPONCTBa U ero pabore:

5.1. OCHOBHbIe CUCTEeMHbIe Teru

Ter HasBanne Omnucanue

[3] DateTime Tekyliee CHCTEMHOE BpEMSI

nony4vyeHumnsa



Ter Haspanue Omnucanue

[4] ManufactureCode Koy nmpor3BoicTBa yCTpoiicTBa

[5] SerialNumber CepwuiiHbII HOMEP YCTPOKWCTBA

[6] CoreTemperature Temreparypa siqpa MUKPOKOHTPOJIIEpa

[9] ScheduleEnable CocrostHrie pacriicanuii (BKIFOYEHO/BBIKITIOUEHO)

[10] DeviceVoltage HanpspkeHre mmTaHust yCTponcTBa

[11] DayPhase Tekymuas (aza 1Hs (JIeHb, HOYb, CYMEPKH)

[12] IsNight IMpm3nak HouHOro Bpemen# (1 - Houb, 0 - 1eHb)

[13] IsDay [Tpu3Hak 1HEBHOTO Bpemenu (1 - neHb, 0 - Houb)

[14] IsTwilight IMpuznHax cymepexk (1 - cymepku, 0 - HeT)

[15] IsMorningTwilight IMpmsHak yrpernnx cymepek (1 - yrpennue cymepku, 0 - HeT)
[16] IsEveningTwilight IMpu3Hax BeuepHux cymepex (1 - BeuepHue cymepkH, 0 - Her)

[17] MorningTwilightStarted =~ Bpewmst Hauasa yTpeHHHX CyMepeK

[18] DayStarted Bpemst Hauasa gHs

[19] EveningTwilightStarted Bpewmst Hauasia BeuepHIX CyMepeK

[20] NightStarted Bpewmst Havyana HouM

[21] TwilightStarted Bpewmst Hauana cymepek
[6] Matt IP IP-ampec MQTT-6pokepa
[7] Mgqtt Port [Mopt MQTT-6pokepa

5.2. lononHUTeNbHbI€ CUCTEMHbIE Tern



[101]

[102]

[103]

[104]

[105]

[106]

IP Address Texyuwii [P-anpec ycrpoiicta
Port Texymwii mopt TCP/UDP

Mask Texkyias cereBast Macka

DNS Texymwii DNS-cepsep
Gateway Texymii IUI03 [0 YMOIYaHUI0
MAC Address Texyuwit MAC-anpec

6. CeTeBble hyHKUMUM

MporpammHoe obecrnevyeHne obecneymBaeT crnegyloline ceTeBble PYHKUMN:

Mopgaepxka npotokonos TCP n UDP ans ceTeBoro B3anMoaencTBus
BcTtpoeHHbin DHCP-knueHT Ons aBTOMATUYECKOro MOSly4YeHUa CceTeBbIX
napamMmeTpoB

Mopopepxka ctatndecknx IP-agpecos

Mopoepxka MQTT gns paboTbl ¢ 06navyHbIMU cepBucamu

CeteBor nopt no ymonyanuto: 30464 ansa TCP

Moponepxka HECKONMbKMX COeAUHEHUN OOHOBPEMEHHO (4O 5 OAHOBPEMEHHbIX
COoeNHEHNI)

BO3MOXHOCTb HaACTpPOWKM CeTEBbIX NapamMeTpoB 4epe3 CUCTEMHblEe KaHarbl
ynpasneHus

ABTOMaTM4eckoe onpegeneHne cetesbix napameTpoB Yyepe3 DHCP
3awmuieHHoe ceTeBOEe B3aMMOAENCTBME C MCMONb30OBAHMEM CTaHAAPTHbIX

MPOTOKONOB

7. PyHKUMM paboTbl ¢ 06NMaYHbLIMM cepBUCaMM

MporpammHoe obecneyeHne obecneymBaeT MHTErpaunto ¢ obnavHbiMmM cepsBucamm

yepes crniegyowne yHKumn:

Moppepxka npotokona MQTT gns ceasu ¢ obnavHbim 6pokepom
Bo3amoxxHocTb HacTponkm napameTtpoB MQTT-coegmHeHuUs:

e IP-agpec MQTT-6pokepa

e [lopT MQTT-6pokepa

o Tonuku ana nydénukaumm n NogNUCKM

ABTOMaTMYecKoe nepenoknoyeHme npu notTepe coeanHeHns ¢ Gpokepom



Moppepxka QoS (Quality of Service) ans coobwenmnn MQTT
Bo3MOXHOCTb OTNpaBku faHHbIX B 0651ak0 MO pacnmMcaHuio unm no cobbiTnam

Mopopepxka ayTeHTUdMKaLMm npun nogkntoyeHnm k MQTT-6pokepy

8. DYHKUUN MOHUTOPUHIa U ANArHOCTUKN

I'IporpaMMHoe obecneyeHne npenoctaBndeT cregywumne (byHKLI,I/II/I MOHUTOPUHIa

ONarHoCTUKu:

MOHUTOPUHT TemnepaTypbl 94pa MUKPOKOHTpossiepa

MOHUTOPUHI HaNpPsXXEHUS NUTaHNA YCTPOUCTBA

MOHUTOPUHI COCTOAHUSA CeTU (MOLKNIYEHNEe, NOTEPS COeQNHEHNS)
MoHuTopuHr coctosaHmss CAN-wWnHbI (ownbKK, 3arpyska)

Cuctema nornpoBaHus cobbITUn N owmnbokK

B0O3MOXHOCTb nonyvyeHnss MHOPMaLUM O TeKyLleM COCTOSHUM YCTPOWCTBA
yepes CUCTEMHbIE Terun

ABTOMaTM4eckas AnarHoCTMKa nNpu ctapTe yCTponUCcTBa

Pexumbl BOCCTaHOBEHUS npn BO3SHNKHOBEHUN KPUTUYECKNX owmnbok

9. q)yHKLI,VIVI pacnwcaHMﬁ n aBTOMaTU3aUnu

lMporpammHoe obecneyeHne nogaepXuBaeT cneaywowme QyHKUMM pacnucaHuin u

aBToMaTu3auunn:

CospnaHune n pegakTupoBaHue pacnucaHum ans aBToMmaTudeckux 4eNCTBUn
YnpaBneHne BKIOYEHNEM/BbIKITIOYEHMEM pacnmMcaHuii 4Yepe3 CUCTEMHbIN
kaHan [13]
Moponepkka pasfMyHbIX TUMNOB pacnMCaHun:
o« ExepnHeBHble
o EXxeHepenbHble
o OpHopasoBbie
ABTOMaTU4eckoe onpegeneHne BpeMeHU CYTOK (OeHb, HOYb, CyMepKMu) Ha
OCHOBe reorpaduyeckmx koopaunHaTt
B0O3MOXHOCTb HAaCTPOWKN BpEMEHWN Havyana n OKOH4YaHuUs pasnuyHbixX a3 aHs:
e YTpeHHue cymepku
e [eHb
o BeuyepHue cymepku
e Houb

ABTOMaTN4YeCKOE BbINOSIHEHNE AENCTBUM B 3a4aHHOE BpeMS

10. dyHKUMM Be3onacHOCTH

[NporpammHoe obecne4vyeHne obecnevnBaeT cneagywune (byHKLI,I/II/I BGesonacHocTu:



3awmTta gocTyna K yCTpONcTBY € ucnons3osaHnem PIN-koga

3awmTa OT HeCaHKLMOHUPOBAHHOIO OH6HOBMEHUS NPOLLMBKK

AyTeHTndukauus npu nogkntovyeHnm k MQTT-6pokepy

LLndposaHne gaHHbIX Npy Nepefave yepes ceTb (Npy NogaepKKe NpoTokona)
OrpaHunyeHne goctyna K CUCTEMHbBIM KaHanam ynpasreHus

Pernctpauus cobbitnin 6€30nacHOCTU B CUCTEMHOM fore

11. ®yHKUMN OOHOBIEHMA NPOLUNBKU

lMporpammHoe obecnedyeHne obecneumBaeTt cregyrowme QYyHKUMN OBHOBEHUS

NMPOLWNBKA:

Bo3MOXHOCTb OGHOBMEHUSA MPOLUMBKN Yepes 3arpy3dnk

Moaopepxka 0OHOBMNEHMSA NPOLLUNBKN Yepes3 ceTeBbIE MHTEP(ENCHI

[MpoBepka LenoCTHOCTU NMPOLLUNBKK Nepes YCTaHOBKOW

Pes3epBupoBaHune TekyLlen NpowmnBkn nepes obHoBNeHNEM

Bo3MOXXHOCTb BO3BpaTa K npeblayLien Bepcumn NpoLLMBKN B criydae npobnem

Moaopepxka obHoBneHus Yepes USB n UART uHtepdenceol

12. UHTerpaumsa c obopyanosaHmem Bus 77

MporpammHoe obGecnedyeHne obecneunBaeT crnepyowme YHKUAM WHTErpaumm c

obopynosaHnem Bus 77:

Mopopepxka npotokona Bus 77 ans B3aumoaenctemna ¢ obopygosaHnem
ABTOMaTM4ecKoe onpenerieHme noaKIYeHHbIX ycTponucTs Bus 77
O6meH gaHHbIMK ¢ ob6opyaoBaHnem Bus 77 yepe3 CAN-uHTepdenc
Moponepkka HecKonbKnx yctponcTts Bus 77 B ceTu

BO3MOXHOCTb HAaCTpOWKM NapamMeTpoB cBs3n ¢ obopygoBaHnem Bus 77
MOHUTOPUHI COCTOSAHUSA WNHBLI Bus 77 1 anarHoctuka owmnbok

Mopopepkka pasnuMyHbIX cKopocTen nepegayvn gaHHbix Ha CAN-wWnHax

13. TexHU4YecKMne xapakTepucTMku PyHKLUMOHaANbLHOCTH

Mopopepxka 00 32 NOAKIOYEHHbIX YCTpOUCTB Bus 77

MakcnmanbHaga ckopocTb nepegayn gaHHbix no CAN: 1 MouTt/c
MakcumanbHoe KOnnMyYecTBO OAHOBPEMEHHbIX CETEBbIX COeAUHEHUN: 5
Bpems peakuyum Ha ceTeBble 3anpockl: He 6onee 50 mc

Bpemsa peakumn Ha komaHabl Bus 77: He 6onee 20 mc

TOYHOCTb CUCTEMHOIO BPpEMEHMU: +1 CeKyHAa B CYTKU

Bpemsa pabotbl 6€3 nepesarpy3ku: He meHee 30 gHen

MakcumanbsHoe konnyecTso pacnucaHum: 10

MakcumanbHoe KonnyecTBo cobbiTuin B pacnucanmn: 20



14. 3aknro4yeHune

MporpammHoe  obecneyeHune nHTepgencHoro xaba  CAN-Ethernet
npegocTaBnsaeT NosHbii Habop PYHKLNOHANbHBIX BO3MOXHOCTEN ANns obecneyeHns
B3aumMoaencTeua mexagy dusmyeckum obopygosaHueMm Bus 77 u IP-cetbio. OHO
obecneynBaeT HagexHoe ynpasBfieHue YCTPOMCTBaMU, MHTerpauuio ¢ obrayHbiMu
cepBuMcaMu, MOHWUTOPWUHI COCTOSIHUSI CUCTeMbl M TMBKyI0 HacTponKy napameTpoB
paboTbl. Apxutektypa [1O no3BonseT nerko pacwupsatb (QYHKUMOHANBbHOCTbL W
aganTupoBaTb YCTPOMCTBO N0 pasfnyHble 3a4a4vn U cueHapum NCnosfb30BaHuUs.
[aHHoe nporpammHoe obecrneyeHve npegHa3HaA4YeHO TONMbKO ANs yCTPoOWcTBa
nHtepdencHoro xaba CAN-Ethernet nponssoactesa AKLUMOHEPHOIO OBLWECTBA
«MPUONA BMCy.



